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Introductory recommendation

This guide is intended to all those who received USB Token type Gemalto.NET
from AD MEPSO.

For successfully finished procedure for installation you should know the PIN
(password) of Gemalto.NET token and previously have installed all the necessary
drivers. All drivers can be downloaded from the following link

https://aukcijaatc.mepso.com.mk/PublicPage/Help.apsx

Installation of software for Gemalto.NET token

1. Click on the following llink

https://aukcijaatc.mepso.com.mk/download/Gemalto.NET.PKCS11.v2.2.0.9.msi

2. Choose OPEN with Windows Explorer (default)

Opening PKCS11 d lzip
You have chosento open

1) PKCS11 dll.zip

which is a Zompressed (zipped) Folder (6,8 MEB)
frorm: hitps /fca.telekom.mk

Wifhat should Firefox do with this file?

@ Qpen\uﬂth Wiindoues Explorer (default) -

Sawe File

[ Da this automatically for files like this frorm now on

0K l ‘ Cancel

3. Enter in the folder where you have saved the driver and with double click run

Gemalto.NET.PKCS11.v2.2.0.9.msi

4. Click NEXT



https://aukcijaatc.mepso.com.mk/PublicPage/Help.apsx
https://aukcijaatc.mepso.com.mk/download/Gemalto.NET.PKCS11.v2.2.0.9.msi
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1) Germalto NET PKCS#11 Gold - Install Shield Wizzrd ==

Welcome tp the InstallShield Wizard for
Gemalto .NET PKCS#11 Gold

The Installzhield(R) wizard will allow wou bo modify, repair, or
remowe Gemalo (MET PKCS#11 Gold, To continue, click Next,

It 18 cancel

Mexk =

5. Select | accept the terms in the license agreement and click Next

"1 Germalto [NET PKCS#11 Gold - InstallShield Wizard =
License Agreement

Flease read the Follewing license agreement carefully,

TECHNODLOGY LICENSE ACREEMENT L
IMPORTANT-READ CAREFULLY: This Technology License Agreement (“TLA™ | |
for the PECS#11 Litraries for Gemalto NET Bmart Cards (“Sofbware™ iz alegal and
hinding agreement batween you and the subsidiary or affiliate of Gemalto, Inc. that
distributed this version of the Softwate (as defined below) under this TLA
CCremaltn’™) “Vrl™ are a perann nr le@al entity wishing tno1ae the Safhware This
TLA govemns your use of afl of the Boftware distributed or delivered hereunder.
“Boftware” means all computer software, associated media any prinled materials and
ary accompanying “online” or electronic information provided to you hereunder as
patt of the sale of Gemalto cards, tokens, readers or other hardware devices. By
downloading, installing, coprying, breaking any seal on, or otherwise using the >

(0T accept the terms i the license agreement:

(701 do nok accep & icense agresment

Installshield B e

6. Click Install

1] Gemaltn MET PKCSHL1 Gold - Instal Shield Wizarg
Ready to Install the Program

The wizard is ready to begin installation,

Click Install ko begin the installation.

If you wark to review or change any of your installation settings, click Back, Click Cancel bo
exit the wizard.

InstallShield

[ < Back ]E Inctall [ Canicel ]
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7. Click Finish

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Gemalto \MET
PECS#11 Gold, Click Finish to exit the wizard,

<gack | Emsh | cancel |

8. Starting Mozilla Firefox and choose Tools->Options

a Firefox Start Page -
File Edit Aew History Bookmarks M Help

Firefox = %]

~ Sg| WebSearch Ctrl+
- C X & (4
Downloads Cirl+]

[B] Most Visited | ] Getting Started &l La|  add-ons

J 4 Morilla Firefox Start Page Error Console Cirl+5hift+

Web |mages Videos Maps New Ragelofo

Start Private Browsing  Cirl+Shift+F
Clear Recent History... Cirl+Shift+Del

Firefox

Google

| Advanosd S=arch

Frefersnos:
Google Search

Dione

9. Choose option: Advanced
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0 &5 = & & |6

Main Tabs Content  Applications

General | Network || Update | Encryption |

Privacy %ﬂdvanmd
-

Protocols

Use 55L 3.0 Use TLS 1.0

Certificates
yhen a server requests my personal certificate:

() Select one automatically () Ask me every time

[Uiew Cerﬁﬁcateg] [Revocah’on Lists ] [ Yalidation ] ESea.lrit_\(_Devicesﬂ

] [ Cancel J [ Help

10. In tab Encryption, click on button Security Devices;

| ¥]

Options
0 &5 = & g

==
Main Tabs Content  Applications  Privacy  Security | Adwvanced
General | Network [ Upfte | Encryption | =%
Protocols

Use 55L 3.0 Use TLS 1.0

Certificates
When a server requests my personal certificate:

(O Select one automatically (&) Ask me every time 't

[View Cert'ﬁcateg] [Eevm:ah’on Ustsl [ Validation l ESecurit_\g Devit_esﬂ

| [ cancel | [ mep

11. Click on button Load;
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(@ Device Manager E]@

z Security Modues and Devices Details Yalue
|E] M55 Internal PKCS =11 Module
Generic Crypto Services

Software Security Device
|E Builtin Roots Module
Builtin Object Token

: unload..............._

Enable FIFS

12. In the field Module Name put any name, until through Browse select the file
gtoplldotnet.dll whose default location is C:\Program Files\Gemalto\DotNet
PKCS11¢. Click OK;

(@) Load PKCS#11 Device =] B 3]

Enter the information for the rmodule you want to add,

Module Marme:  Mew PECS#11 Module

Module filename:  CA\Prograrr FiIes\GemaIto:

| QK || Czncel ]

*(For 64bit operating systems choose the file gtop1ldotnet64.dll)

13. After ,New PKCS#11 Module” will appear in the left side click OK and than can

be accessed to log on to the system;
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